








Some of the supplied registration information is obviously false. For example, consider the registration information
supplied for the zone “uszzcs.com” in 2005:

Victor etejedaalyahoo.com +86.8005439436
Michael Murphy

795 Livermore St.

Yellow Spring,Ohio,UNITED STATES 45387

Here, a phone number with a Chinese prefix (“+86”) accompanied an address in the United States. Since the United
States uses the prefix “+17, it is highly unlikely that a person living in Ohio would provide a phone number beginning
with “+86”. Additionally, the city name is spelled incorrectly, as it should be “Yellow Springs” instead of “Yellow
Spring”. This could have been attributed to a one-time spelling mistake, except the registrant spelled the city name
incorrectly multiple times, both for the zones “uszzcs.com” and “attnpower.com”. This suggests that the registrant
really thought “Yellow Spring” was the correct spelling and that he or she did not, in fact, live or work in Yellow Springs,
Ohio.

Overall, the combination of a relatively high number of “Shanghai” registrations with obviously false registration
examples in other registrations suggests a partially uncoordinated domain registration campaign from 2004 until
present, in which some registrants tried to fabricate non-Shanghai locations but others did not. This is supported by
contextual information on the Internet for the email address “Ifengg@163.com,” which was supplied in the registration
information for seven of the 107 zones. On the site “www.china-one.org,” the email address “Ifengg@163.com”
appears as the contact for the Shanghai Kai Optical Information Technology Co., Ltd., a website production company
located in a part of Shanghai that is across the river from PLA Unit 61398.

FIGURE 25: An email address used to register APT1 zones is also a contact for a Shanghai company
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Naming Themes

About half of APT1’s known zones were named according to three themes: news, technology and business. These
themes cause APT1 command and control addresses to appear benign at first glance. However, we believe that the
hundreds of FQDNs within these zones were created for the purpose of APT1 intrusions. (Note: these themes are not
unique to APT1 or even APT in general.)

The news-themed zones include the names of well-known news media outlets such as CNN, Yahoo and Reuters.
However, they also include names referencing English-speaking countries, such as “aunewsonline.com” (Australia),
“canadatvsite.com” (Canada), and “todayusa.org” (U.S.). Below is a list of zones registered by APT1 that are news-
themed:

aoldaily.com issnbgkit.net purpledaily.com
aunewsonline.com mediaxsds.net reutersnewsonline.com
canadatvsite.com myyahoonews.com rssadvanced.org
canoedaily.com newsesport.com saltlakenews.org
cnndaily.com newsonet.net sportreadok.net
cnndaily.net newsonlinesite.com todayusa.org
cnnnewsdaily.com newspappers.org usapappers.com
defenceonline.net nytimesnews.net usnewssite.com
freshreaders.net oplaymagzine.com yahoodaily.com
giftnews.org phoenixtvus.com

The technology-themed zones reference well-known technology companies (AOL, Apple, Google, Microsoft), antivirus
vendors (McAfee, Symantec), and products (Blackberry, Bluecoat). APT1 also used more generic names referencing
topics like software:

aolonline.com globalowa.com microsoft-update-info.com
applesoftupdate.com gmailboxes.com micyuisyahooapis.com
blackberrycluter.com hugesoft.org msnhome.org

bluecoate.com idirectech.com pcclubddk.net
comrepair.net ifexcel.com progammerli.com
dnsweb.org infosupports.com softsolutionbox.net
downloadsite.me livemymsn.com symanteconline.net
firefoxupdata.com mcafeepaying.com webservicesupdate.com

Finally, some zones used by APT1 reflect a business theme. The names suggest websites that professionals might visit:

advanbusiness.com companyinfosite.com infobusinessus.org
businessconsults.net conferencesinfo.com jobsadvanced.com
businessformars.com copporationnews.com

Not every zone stays within APT1’s control forever. Over a campaign lasting for so many years, APT1 has not always
renewed every zone in their attack infrastructure. Additionally, while some have simply been allowed to expire,

others have been transferred to the organizations that the domain names attempted to imitate. For example, in
September 2011, Yahoo filed a complaint against “zheng youjun” of “Arizona, USA”, who registered the APT1

zone “myyahoonews.com” .3’ Yahoo alleged the “<myyahoonews.com> domain name was confusingly similar to
Complainant’'s YAHOO! mark” and that “[zheng youjun] registered and used the <myyahoonews.com> domain name
in bad faith.” In response, the National Arbitration Forum found that the site “myyahoonews.com” at the time resolved

37 Yahoo! Inc. v. Zheng National Arbitration Forum Claim Number: FA1109001409001, (October 31, 2011) (Tyrus R. Atkinson, Jr., panelist), http://
domains.adrforum.com/domains/decisions/1409001.htm, accessed February 6, 2013.
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to “a phishing web page, substantially similar to the actual WorldSID website...in an effort to collect login credentials
under false pretenses.” Not surprisingly, “zheng youjun” did not respond. Subsequently, control of “myyahoonews.
com” was transferred from APT1 to Yahoo.

Third-Party Services

The third-party service that APT1 has used the most is known as “dynamic DNS.” This is a service that allows people
to register subdomains under zones that other people have registered and provided to the service. Over the years,
APT1 has registered hundreds of FQDNs in this manner. When they need to change the IP resolution of an FQDN, they
simply log in to these services and update the IP resolution of their FQDN via a web-based interface.

In addition to dynamic DNS, recently we have observed that APT1 has been creating FQDNs that end with
“appspot.com”, suggesting that they are using Google’s App Engine service.

Hijacked FQDNs

APT1 intruders often use the FQDNSs that are associated with legitimate websites hosted by their hop points. We
consider these domains to be “hijacked” because they were registered by someone for a legitimate reason, but have
been leveraged by APT1 for malicious purposes. APT1 uses hijacked FQDNs for two main purposes. First, they
place malware (usually in ZIP files) on the legitimate websites hosted on the hop point and then send spear phishing
emails with a link that includes the legitimate FQDN. Second, they embed hijacked FQDNs as C2 addresses in their
backdoors.

EVIDENCE OF A VAST INFRASTRUCTURE

As noted above, we have confirmed the existence of 937 servers (listening applications) hosted on 849 distinct IP
addresses, with the majority of IP addresses registered to organizations in China (709), followed by the U.S. (109).
In the last three years we have observed APT1 FQDNSs resolving to 988 unique IP addresses that we believe are not
“sinkhole”38 or “domain parking”3® IP addresses:

»  United States: 559

»  China: 263
»  Taiwan: 25
»  Korea: 22

»  United Kingdom: 14
» Canada: 12
»  Other: 83

38 Asinkhole is a server that accepts redirected connections for known malicious domains. Attempted connections to C2 FQDNSs are redirected to
sinkholes once malicious zones are re-registered by research organizations or security companies in coordination with registration companies.

39 Some IP addresses are used for “domain parking” once the original registrant loses control of a zone or otherwise-registered FQDN, e.g., when
the zone expires. These IP addresses usually host advertisements.
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The vast majority of the Chinese IP addresses again belong to APT1’s home networks, meaning that in some instances

APT1 intruders probably communicated directly to victim systems from their Shanghai systems, bypassing their hop
infrastructure:

TABLE 11: APT1 FQDNs have resolved to IP addresses within these Chinese net blocks

m Net block Registered Owner

223.166.0.0 - 223.167.255.255 China Unicom Shanghai Network
68 58.246.0.0 - 58.247.255.255 China Unicom Shanghai Network
10 112.64.0.0 - 112.65.255.255 China Unicom Shanghai Network
7 114.80.0.0 - 114.95.255.255 China Telecom Shanghai Network
5 139.226.0.0 - 139.227.255.255 China Unicom Shanghai Network
4 222.64.0.0 - 222.73.255.25 China Telecom Shanghai Network
3 116.224.0.0 — 116.239.255.255 China Telecom Shanghai Network
16 Other (Non-Shanghai)

These statistics indicate that there are over 400 IP addresses in the U.S. alone that may have active APT1 servers,
which are as-yet unconfirmed by Mandiant. Additionally, although we know of over 2,500 APT1 FQDNSs, there are
many APT1 FQDNs that we have not attributed to APT1, which have resolved to even more IP addresses. We estimate
(conservatively) that APT1’s current hop infrastructure includes over 1,000 servers.
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APT1: IDENTITIES

APT1 is not a ghost in a digital machine. In our effort to underscore that there are actual individuals tasked by the

PLA behind APT1’s keyboards, we have decided to expose the identities of a select number of APT1 personas. These
actors have made poor operational security choices, facilitating our research and allowing us to track their activities.
They are some of the authors of APT1’s digital weapons and the registrants of APT1 FQDNs and email accounts. These
actors have expressed interest in China’s cyber warfare efforts, disclosed their locations to be the Pudong New Area

of Shanghai, and have even used a Shanghai mobile phone number to register email accounts used in spear phishing
campaigns.

Methods for attributing APT personnel often involve the synthesis of many small pieces of information into a singular
comprehensive picture. Often this unified viewpoint reveals not only the group attribution, but coherent pockets

of behavior within the group which we perceive to be either small teams or individual actors. We refer to these as
“personas.” As APT1 personas manage technical resources such as hops and Fully Qualified Domain Names (FQDNs),
they have been observed to de-conflict their actions amongst themselves by coordinating the use of specific hops,
FQDNs, CNO tools (e.g., malware) and ports.

One additional element working in our favor as threat trackers is the Great Firewall of China (GFWoC). Like many
Chinese hackers, APT1 attackers do not like to be constrained by the strict rules put in place by the Communist Party
of China (CPC), which deployed the GFWoC as a censorship measure to restrict access to web sites such as google.
com, facebook.com, and twitter.com. Additionally, the nature of the hackers’ work requires them to have control of
network infrastructure outside the GFWoC. This creates a situation where the easiest way for them to log into Facebook
and Twitter is directly from their attack infrastructure. Once noticed, this is an effective way to discover their real
identities.

What is the Great Firewall of China?

& u . The “Great Firewall” is a term used to describe the various technical methods used by the
Chinese government to censor and block or restrict access to Internet services and content
that the government considers sensitive or inappropriate. “Inappropriate” content ranges
from pornography to political dissent, and from social media to news sites that may portray
China or Chinese officials in a negative light. The “Great Firewall” uses methods such as blocking particular
IP addresses; blocking or redirecting specific domain names; filtering or blocking any URL containing target
keywords; and rate-limiting or resetting TCP connections. Chinese censors also routinely monitor Chinese
websites, blogs, and social media for “inappropriate” content, removing it when found. As a result, Chinese
citizens who wish to access censored content must resort to workarounds such as the use of encryption.

China continues to improve and further restrict Internet access, most recently (in December 2012) by blocking
additional services and limiting or blocking the use of encryption technologies such as Virtual Private Networks.
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APT1 Hacker Profile: Ugly Gorilla (Wang Dong/3E%R)

The story of “Ugly Gorilla” (UG) dates back to 2004.
A then-professor named Zhang Zhaozhong (k&

&), now a retired rear admiral, was in the process

of helping to shape the future of China’s information
warfare strategy.*® Professor Zhang was already a
strong advocate for the “informationization” of military
units, and had published several works on military
strategy including “Network Warfare” (W£&#%%&) and
“Winning the Information War” (JJ s B1Lix5). As
Director of the “Military Technology and Equipment”
(EERIEFES5ER) department at China’s National
Defense University (EIBAFKZE), professor Zhang was
invited to take part in an event titled “Outlook 2004:
The International Strategic Situation” in January 2004.

During the online question and answer session
hosted by the PLA Daily’s (#8252 ZE#R&) China Military
Online (':F'EWI), one young man with the nickname FIGURE 26: Professor Zhang GKEE::\) 16 Jan 2004,
“Greenfield” (4:%) posed a particularly prescient source http://www.chinamil.com.cn/site1/gflt/2004-09/30/
question. content_705216.htm

“Professor Zhang, | read your book 'Network Warfare‘ and was deeply impressed
by the views and arguments in the book. It is said that the U.S. military has set up
a dedicated network force referred to as a ‘cyber army.’ Does China have a similar
force? Does China have cyber troops?”

— UglyGorilla 16 Jan 2004

Like all users of the China Military Online (chinamil) forums, “Greenfield” was required to sign up with an email
address and specify a small bit of information about himself. Thankfully, the Internet’s tendency to immortalize data
preserved the profile details for us.

40 http://www.chinamil.com.cn/site1/gflt/2004-09/30/content_705216.htm
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FIGURE 27: UglyGorilla chinamil profile, source: http://bbs.chinamil.com.cn/forum/bbsui.jsp?id=(0)5681
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User ID: (D) 5681
Gender: Male
City:
Personal home page:
Email: uglygorilla@163.com
Nickname: Greenfield
On station Views: 14 Experience: 44 [new pilots]
Last arrival time: 2004-03-17 21:43:110 Published number of articles: 15
Real Name: JackWang Work units:
MSN: ICQ /0ICQ / QQ:

Tel:

View all of his (her) posts
Close window

FIGURE 28: UglyGorilla chinamil profile translated by translate.google.com/

Thus, the persona we call “UglyGorilla” (UG) was first documented. In addition to his email address, UG listed his “real
name” as “JackWang”.

Within the year, we saw the first evidence of UG honing the tools of his trade. On October 25, 2004, UG registered the
now infamous “hugesoft.org” zone. The “hugesoft.org” zone and its many APT1-attributed hostnames have remained
active and under the continuous ownership of UG, and are still active as of the time of this report. Registration
information was most recently updated on September 10, 2012, extending the registration period for the zone well into
2013. We may see UG relinquish this and other attributed zones as a result of this reporting, in an effort to deter further
tracking and attribution.

In 2007, UG authored the

first known sample of the
i i 212
MANITSME family of malware m What is a meat chicken?!?
and, like a good artist, left his v Chinese Hacker Slang: “rouji” ( AXY ) — Meat Chicken
clearly identifiable signature in (& ) n.—Aninfected computer
(e

the code: “v1.0 No Doubt to
Hack You, Writed by UglyGorilla,
06/29/2007"[sic]. UG’s

Example strings from MANITSME samples:
“d:\My Documents\Visual Studio Projects\rouji\SvcMain.pdb”

tendency to sign his work is Examples from other malware...
present in the strings he chooses “connecting to rouji”
for hostnames and even within “welcome to ***(rouji)”

the communications protocols
his backdoors use. For example,
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hostnames within other APT1-attributed FQDNs such as “arrowservice.net” and even the newer “msnhome.org”
continue to leave UG’s imprint (note the “ug” in the domains):

»  ug-opm.hugesoft.org

» ug-rj.arrowservice.net

» ug-hst.msnhome.org

Though these kinds of obvious attribution links tapered off as UG became more experienced, the protocol signatures of
his tools such as MANITSME and WEBC2-UGX continue to be used by APT1 attackers based out of Shanghai.

UG'’s consistent use of the username “UglyGorilla” across various Web accounts has left a thin but strong thread of
attribution through many online communities. In most instances, content such as hacking tools, information security
topics, and association with the Shanghai locality are reasonable ways to eliminate false positives. For example, in
February of 2011, the disclosure of all registered “rootkit.com” accounts published by Anonymous included the user
“uglygorilla” with the registered email address uglygorilla@163.com. This is the same email used to register for the
2004 PLA forum and the zone hugesoft.org. Included in the rootkit.com leaked account information was the IP address
58.246.255.28, which was used to register UG’s account directly from the previously discussed APT1 home range:
58.246.0.0/15.

In a few of these accounts, UG has listed something other than “JackWang” as his real name. On February 2, 2006, a
user named “uglygorilla” uploaded a file named “mailbomb_1.08.zip” (a bulk email tool) to the Chinese developer site
PUDN (www.pudn.com). His account details from PUDN included the real name “Wang Dong” GEZR).

aut &R [Add as Friend] [Send Message] [Home] [Chinese Version)

Files uploaded:
1. mailbomib_1 .08 zip,mail bomb with a good | 18KB,downloads &

FIGURE 29: Wang Dong’s Uploaded Files to pudn.com

It is important to note two things at this point. First, Chinese names begin with the surname. So “Wang” is the last
name in JEZR. Second, it is a fairly common practice for the Chinese, even in China, to choose an English first name.
Thus “JackWang” may not have been an alias at all.
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APT1 Hacker Profile: DOTA

Another APT1 persona is “dota” (DOTA), named for his strong tendency to use variants of that name in almost all
accounts he creates and uses from his attack infrastructure. DOTA may have taken his name from the video game
“Defense of the Ancients” which is commonly abbreviated DotA, though we have yet to observe any direct link or other
direct reference to the game.

We have monitored the creation of dozens of accounts, including dOtaO10@hotmail.com and dota.dO13@gmail.com,
and have often seen DOTA create several sequential accounts (for example dota.dOO1 through dota.d015) at web-
based email services. Most often these accounts are used in social engineering and phishing attacks or as the contact
email address when signing up for other services. For example, DOTA (originating from the APT1 home range IP
address 58.247.26.59) with a Simplified Chinese keyboard setting used the email address “dOtaO01@hotmail.com”
from his US hop to register the Facebook user “do.ta.5011"(Facebook user id: 100002184628208).

Some services, such as Google’s Gmail, require users to provide a phone number during the registration process to
which they send a validation “text message” containing a verification code. The user must then input the verification
code on the website to finalize registration. In an observed session on a compromised machine, DOTA used the phone
number “159-2193-7229" to receive a verification text message from Google, which he then submitted to their page
within seconds.

Telephone numbers in China are organized into a hierarchy containing an area code, prefix, and line number similar

to phone numbers in the United States, with the addition that a few area codes are allocated for use by mobile phone
providers. The phone number “159-2193-7229” breaks down into the “159” area code, which indicates a mobile
phone provided by China Mobile, and the prefix “2193”, which indicates a Shanghai mobile number. This means at the
very least that the number was initially allocated by China Mobile for use in Shanghai. The speed of DOTA’s response
also indicates that he had the phone with him at the time.

We have also observed DOTA using the names Rodney

and Raith to communicate via email in fluent English DOTA: a Harry “Poter” fan?

with various targets including South East Asian military The DOTA persona also appears to be a
organizations in Malaysia and the Philippines. It is unclear fan of the popular “Harry Potter” character,

if this Gmail account is used exclusively for facilitating his frequently setting accounts “security

CNO mission, but much of the traffic indicates its use in questions” such as “Who is your favorite

both simple phishing attacks, as well as more sophisticated teacher?” and “Who is your best childhood
email based social engineering. friend?” to the values “Harry” and “Poter” and

creating accounts such as poter.spol@gmail.
com with the alternate email address set to
dota.sb005@gmail.com.
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!f.;-:‘E:GmaiI - Inbox {7) - dota.d001@gmail.com - Windows Internet Explorer

@T:-} = IM https: {imail. google, comjmailf?shwa=1#inbox
'if,l? 4? 1 amail - Inbox (7) - dota.doo1@gmail.com | |

j@ |E| |z| ILive Search

@ T T @ T IE}EGQE - @Tgﬂls_v

Invite a friend - me, jeremy (2)

me, Fermandez (2)
me, Mail (2)

me, LYC-bearing (2)
me, Andrew (2)
jcteafpegsc

e, Sara (2)

me, Mail (2)

e, Mail (2)

me, Mail (2

me, M. Saravanan [2)
me, Yahya (3)

me, Mail (2

e, Mail (2)

me, syazman9g (2)
e, Mail (2)

me, Mail (2)

me, Mail (2

me, Amaraldo (2)
me, Andrew (2)
Gmail Team

me, Mail (2

e, Mail (2)

Give Gmail to:

Send Invite | 50 left

Preview Invite

g|o(g|aa(ga(aoo|o(g|og|a|ag|a|og|iaomo; oo = oo
b

Sent Mail ¥ Archive = Reporspam | Delete
Drafts
Personal Gmail Team
Travel Gmail Team
B more v WAY M - Periodic reminder
Chat == WAY R - Andrew Simanjunta.
Search, add, or invite AN
Jeffrey Lim (2)
@ dita .
Mail
Set status here v L a? @
“ Call phone me, hail (3)
w John Habara e, Mail (3)

= [ = Moveto¥ | Labels¥ More actionsw Refresh 1-410fd1
Your Gmail address, dota.d006&gmail.com, has been created - Congrat Aug 31
Your Gmail address, dota.d005@gmail.com, has been created - Congrat Aug 31
Andrew Simanjuntak: Where are you now? - Hi Raith, You have vet to confirm Aug 27
Invitation reminder from Andrew Simanjuntak - Hi Raith, Andrew Simanjuntak i Juls
Andrew Simanjuntak has left a message for you - YWAYE Hi Raith, Andrew Sio Jun 14
Talking Points + Sequence of Events for 46th ISJTC - Hello |bu Ratih, Far youl Jun B
Fw:. POC for the EXECOM 2011 - Delivery to the fallowing recipient failad perr 2 May &
Fw: POC for the EXECOM 2011 - Good day sir, Forwarded here is our POC fo & May &
Fywe. POC for the EXECOM 2011 - Good day sir, Forwarded here is our POC fo 4 hay &
Re: CARAT SOE - Good Day Trel, received an email fram you but cant seem May 4
FWW: Proposed MDB-SEB Activities for CY2012 - Wala man attachments? Fro 4 May 4
RE: HAMILTOMN UPDATES DTD 20 AND 21 APR 11 - Delivery to the following ¢ Apr 28
Bearing Requirements - hi, nice 1o hear from you. our web is <http: e jw-be 8P Apr 28
RE: 45th ISJTC Proposed date B - B July 11 in Jakarta - Dear Ratih, Mice talki &2 Apr 28
Re: FW: Post PH-US BK11 Exercise Conference (Action Required) - Hello e Apr 28
FWW: Beating Requiremants - Dear Rodney, Thank you for your letter. Our weh 42 Apr 28
Fyy: Post PH-US BK11 Exercise Conference - Delivery to the following recipie @@ Apr 28
FWW: Beating Requirements - Delivery to the fallowing recipient failed permanet 4 Apr 28
Bearing Requirements - Delivery to the following recipient failed permanently: s o2 Apr 28
MALAYSIAN ARMED FORCES COMMAND AND STAFF COURSE - Salam & 4 Apr 26
MALAY SIAN ARMED FORCES COMMAND AND STAFF COURSE - tiada atl @ Apr 25
MALAY SIAN ARMED FORCES COMMAND AND STAFF COURSE 40/2011 - & Apr 24
MALAY SIAN ARMED FORCES COMMAND AND STAFF COURSE - Delivery &2 Apr 24
MALAY SIAN ARMED FORCES COMMAND AND STAFF COURSE - Rogers &2 Apr 24
FyW: AMOIM invitation letters - Delivery to the following recipient failed perman  # Apr 21
FYY: AMOIM invitation letters - Delivery to the following recipient failed perman @@ Apr 21
Fy¥: AMOIM invitation letters - Delivery to the following recipient failed perman & Apr 21
Fyy: GPOIl Angkor Sentinel 2011: Change of date of exercise to 522 May 2017 & Apr 21
Fyv: GPOI Angkor Sentinel 2011:Change of date of exercise to 522 May 2017 4 Apr 21
Your Gmail address, dota.d004@gmail. com, has been created - Congratulatio Apr 20
PHIBLEX 2011 (April 20 2011) - Delivery to the following recipient failed perma & Apr 20
FWW: BK 11 and FTX Activities (UNCLASSIFIED) - Delivery to the following reci 42 Apr 20

FIGURE 30: dota.d001@gmail.com (inhox view)*!

When creating dozens, or hundreds, of accounts in online communities and on victim systems, password management
becomes a significant undertaking. Consequently, most APT1 attackers use passwords that are either pattern-based,
such as the keyboard pattern “lgaz2wsx” or highly memorable, using “rootkit” as a password on the information
security research site rootkit.com. Like many APT1 attackers, DOTA frequently uses keyboard based patterns as
passwords such as “1gaz@WSX#EDC”. However, there is one password “2j3c1k” extensively used by DOTA that is not
based on a keyboard pattern, though he may not be the only APT1 actor that uses it. A numbered “j”, followed by a
numbered “c”, and then a numbered “k” is likely shorthand (“j"/"c”/"k”) for the ju/chu/ke (/&b /%) organizational
structure (translated to Bureau/Division (or Office)/Section) widely used within PLA General Staff Department
organizations. Project 2049 describes the typical PLA organizational structure as, “Bureau-level directors ... oversee
between six and 14 subordinate sites or offices [chu; &b]... Sites/offices under bureaus are further divided into sections

41 This is a screen capture of DOTA accessing his Gmail account while using a compromised system on APT1's attack infrastructure.
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[ke; #l1.42 Given this pattern, it is likely that the password “2j3c1k” stands for 2nd Bureau [Unit 613981, 3rd Division,
1st Section, demonstrating that those who use these patterns are working together and affiliate themselves to the 2nd
Bureau.

Attempting to track the DOTA persona back to a particular individual is difficult; the trail of his activity does not link

as clearly to a real world identity. However, Mandiant has been able to establish a clear link between UG and DOTA.
Specifically, we have observed the two using shared APT1 infrastructure, FQDNs, and egress IP address ranges. The
coordination of this shared infrastructure, combined with their close proximity and association with Unit 61398 makes
it highly likely that, at the very least, UG and DOTA know each other personally and likely even work together.

APT1 Hacker Profile: SuperHard (Mei Qiang/#g5&)

The third and final persona we are revealing has been dubbed “SuperHard” (SH). SH was first observed as a tool
author, and is either the creator or a significant contributor to the AURIGA and BANGAT malware families (covered
in Appendix C: The Malware Arsenal). Similarly to UG, SH signs much of his work by embedding strings within the
tools. In particular, elements of the portable executable (PE) file’s VS_VERSIONINFO structure are frequently set to
“SuperHard,” or cmd.exe copies are modified from “Microsoft corp.” to “superhard corp.”

Additionally, many of SH’s tools contain driver modules designed to be loaded into the Windows kernel in order to
subvert elements of the system. While not unique for APT1 coders, this level of development expertise is certainly

a discriminator that puts SH into a smaller group of highly capable developers within APT1. Often, SH’s tools are
observed in use by other APT1 personae and in several instances, other APT groups we track. Given that SH’s tools
are used by other APT1 actors, and that there are no indications that SH is a full-time operator, we believe that SH is
primarily involved in research and development for APT1.

Once again, in tracking SH we are fortunate to have access to the accounts disclosed from rootkit.com. The rootkit.
com account “SuperHard_M" was originally registered from the IP address 58.247.237.4, within one of the known
APT1 egress ranges, and using the email address “mei_giang_82@sohu.com”. We have observed the DOTA persona
emailing someone with the username mei_giang_82. The name “Mei Qiang” (#g58&) is a reasonably common Chinese
last/first name combination. Additionally, it is a common practice for Chinese netizens to append the last two digits of
their birth year, suggesting that SuperHard is in fact Mei Qiang and was born in 1982. Unfortunately, there are several
“Mei Qiang” identities online that claim a birth year of 1982, making attribution to an individual difficult.

Fortunately, we can use SH’s email address to connect him to a number of Websites and forums on which he
registered and contributed using that address. Many of these accounts reveal details that reinforce SH’s link to the
“mei_giang_82@sohu.com”*® email address and APT1 affiliation, such as SH offering to write Trojans for money, his
involvement with malicious Windows kernel research (incidentally, also commented on by “greenfield”, possibly UG),
and more recently, being local to Shanghai’'s Pudong New Area.**

42 Mark A. Stokes, Jenny Lin, and L.C. Russell Hsiao, “The Chinese People’s Liberation Army Signals Intelligence and Cyber Reconnaissance
Infrastructure,” Project 2049 Institute (2011): 6-7, http://project2049.net/documents/pla_third_department_sigint_cyber_stokes_lin_hsiao.pdf,
accessed February 6, 2013.

43 Sohu.com is a popular Chinese search engine, webmail, and Internet advertising company based out of Beijing China.
4 hxxp://tuziw.com/index.php?m=ta&id=1864863532
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CONCLUSION

In a State that rigorously monitors Internet use, it is highly unlikely that the Chinese Government is unaware of an
attack group that operates from the Pudong New Area of Shanghai. The detection and awareness of APT1 is made
even more probable by the sheer scale and sustainment of attacks that we have observed and documented in this
report. Therefore the most probable conclusion is that APT1 is able to wage such a long-running and extensive cyber
espionage campaign because it is acting with the full knowledge and cooperation of the government. Given the
mission, resourcing, and location of PLA Unit 61398, we conclude that PLA Unit 61398 is APT1. Table 12 summarizes
the parallels between APT1 and PLA Unit 61398.

TABLE 12: Matching characteristics between APT1 and Unit 61398

Characteristic
Mission area

APT1 (as directly observed)

» Steals intellectual property from English-
speaking organizations

¥

Targets strategic emerging industries
identified in China’s 12th Five Year Plan

Unit 61398 (as reported)

» Conducts computer network operations
against English-speaking targets

Tools, Tactics, and
Procedures (TTPs)

Organized, funded, disciplined operators
with specific targeting objectives and a
code of ethics (e.g., we have not witnessed
APT1 destroy property or steal money
which contrasts most “hackers” and even
the most sophisticated organize crime
syndicates)

¥

» Conducts military-grade computer network
operations

Scale of operations

Continuously stealing hundreds of terabytes
from 141 organizations since at least 2006;
simultaneously targeting victims across at
least 20 major industries

¥

¥

Size of “hop” infrastructure and continuous
malware updates suggest at least dozens
(but probably hundreds) of operators with
hundreds of support personnel

» As part of the PLA, has the resources
(people, money, influence) necessary to
orchestrate operation at APT1’s scale

» Has hundreds, perhaps thousands of
people, as suggested by the size for their
facilities and position within the PLA
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Characteristic APT1 (as directly observed) Unit 61398 (as reported)

Expertise of » English language proficiency » English language requirements

personnel » Malware authoring » Operating system internals, digital signal

» Computer hacking processing, steganography

» Ability o identify data worth stealing in 20 | > Recruiting from Chinese technology

industries universities
Location » APT1 actor used a Shanghai phone » Headquarters and other facilities spread
number to register email accounts throughout the Pudong New Area of

» Two of four “home” Shanghai net blocks Shanghai, China

are assigned to the Pudong New Area

» Systems used by APT1 intruders have
Simplified Chinese language settings

» An APT1 persona’s self-identified location
is the Pudong New Area

Infrastructure » Ready access to four main net blocks in » Co-building network infrastructure with
Shanghai, hosted by China Unicom (one of China Telecom in the name of national
two Tier 1 ISPs in China) defense

» Some use of China Telecom IP addresses
(the other Tier 1 ISP)

Combining our direct observations with carefully researched and correlated findings; we believe the facts dictate only
two possibilities:

Either
A secret, resourced organization full of mainland Chinese speakers with direct access to Shanghai-based
telecommunications infrastructure is engaged in a multi-year, enterprise scale computer espionage campaign
right outside of Unit 61398’s gates, performing tasks similar to Unit 61398’s known mission.

Or

APTTL is Unit 61398.
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APPENDIX A:
HOW DOES MANDIANT
DISTINGUISH THREAT GROUPS?

Mandiant uses the term threat group to refer to a collection of intruders who are working together to target and
penetrate networks of interest. These individuals may share the same set of tasks, coordinate their targets, and
share tools and methodology. They work together to gain access to their targets and steal data. Therefore, a group is
ultimately defined by people and not by methodology.

However, defining a threat group based on observed intrusion activity is not so simple. Without seeing who is sitting
behind the keyboard it may be difficult to determine whether two different intrusion events were conducted by the
same person, by two people who are working together, by two unrelated people who independently compromised the
same network, or even the same computer. Different groups may use similar intrusion methodology and common tools,
particularly those that are widely available on the Internet, such as pwdump, HTRAN, or GhOst RAT. Furthermore, there
may be overlaps between groups caused by the sharing of malware or exploits they have authored, or even the sharing
of personnel. Individual intruders may move between groups either temporarily or permanently. An intruder may be a
private citizen who is hired by multiple groups. Finally, multiple groups may work together on occasion to compromise
the same target.

Nevertheless, distinguishing one threat group from another is possible with enough information, analytical experience,
and the technological tools to piece it all together. Consider an analogy with the physical world: imagine a thief who
leaves behind traces of his crime at various crime scenes. Individual robberies may vary in many details:

»  The method the thief used to break in;
»  The tools used to open the safe;

»  Whether the thief carefully selected a particular item to steal, or took everything in the hope that he managed to
grab something of value;

»  Whether the thief carefully researched their target, disabled alarms, and attempted to remove evidence such as
fingerprints; or whether he was not very careful, but simply relied on being “stealthy enough” to not get caught.
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Forensic scientists can analyze multiple crime scenes and be able to tell by the evidence left behind that a given crime
scene was the result of one thief and not another.

In a similar way, cyber intruders leave behind various digital “fingerprints.” They may send spear-phishing emails from
a specific IP address or email address. Their emails may contain certain patterns of subject lines. Their files have
specific names, MD5 hashes, timestamps, custom functions, and encryption algorithms. Their backdoors may have
command and control IP addresses or domain names embedded. These are just a few examples of the myriad of
linkages that computer forensic analysts consider when trying to distinguish one cyber threat group from another.

Digital “fingerprints” do not all carry equal weight in attribution analysis. Their validity or value as indicators of a specific
threat group depends largely on their likelihood of uniqueness. For example, the use of a widely available tool such as
HTRAN is not unique and not useful — by itself — as an indicator of a specific threat group. In contrast, the use of

a specific, custom backdoor not observed elsewhere is a much stronger indicator — although it is generally still not
sufficient, on its own, for positive attribution.

At the most basic level, we say that two intrusion events are attributed to the same group when we have collected
enough indicators to show beyond a reasonable doubt that the same person or group of people were involved.
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APPENDIX B:
APT AND THE ATTACK LIFECYCLE

While most computer intrusions follow a generic, high-level series of steps in the attack lifecycle, the Chinese APT
lifecycle differs slightly because of their unique long-term objectives. The sections below correspond to the stages

of Mandiant’s Attack Lifecycle model and give an overview of what APT activity looks like in each stage. The stages
between “Establish Foothold” and “Complete Mission” do not have to occur in this order every time. In fact, once
established within a network, APT groups will continually repeat the cycle of conducting reconnaissance, identifying
data of interest, moving laterally to access that data, and “completing mission” by stealing the data. This will generally
continue indefinitely until they are removed entirely from the network.

Initial Compromise

The Initial Compromise stage represents the methods that intruders use to penetrate a target organization’s network.
APT intruders frequently target individual users within a victim environment. As such, the most commonly observed
method of initial compromise is spear phishing. Spear phishing messages may contain malicious attachments, a link to
a malicious file, or a link to a malicious website. Less commonly, APT intruders may attempt to contact potential victims
and send malicious content via social networking sites or instant messaging. Another common tactic is strategic web
compromise, in which the attacker places malicious code on websites that people in targeted organizations will likely
visit. When they visit these websites in the course of their normal duties, they will be compromised if their computer

is vulnerable to the attacker’s exploit code. APT groups may also look for vulnerable Internet-facing web servers and
upload webshells in order to gain access to a targets internal network, or look for other technical vulnerabilities in
public-facing infrastructure.

Establish Foothold

Establishing a foothold ensures that APT threat groups can access and control one or more computers within the

victim organization from outside the network. APT groups can utilize public backdoors (GhOst RAT and Poison lvy are
common examples), “underground” backdoors found in hacker websites or obtained through personal connections,
and “custom” backdoors that they developed themselves. These backdoors usually establish an outbound connection
from the victim network to a computer controlled by the attackers. The communication methods used by the backdoors
vary from clear text or simple encoding to the use of more advanced encoding or encryption. The backdoors will give
the APT groups basic access to a system, typically through a command shell or graphical user interface.
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Escalate Privileges

Escalating privileges involves acquiring items that will allow access to more resources within the victim environment.
Most often this consists of obtaining usernames and passwords, but it may also include gaining access to PKI
certificates, VPN client software, privileged computers, or other resources required to access data or systems of
interest. APT intruders (and intruders in general) prefer to leverage privileged accounts where possible, such as
Domain Administrators, service accounts with Domain privileges, local Administrator accounts, and privileged user
accounts. This is typically accomplished by first “dumping” password hashes from a computer, server, or (preferably)
Domain Controller. The attacker may be able to obtain legitimate account passwords by “cracking” password hashes.
Alternately, the attacker may leverage the hashes themselves in a “pass-the-hash” attack, where the hashed password
itself may be used for authentication in lieu of the actual password. A number of publicly available tools can be readily
leveraged for both password dumping and pass-the-hash attacks.

Internal Reconnaissance

In the Internal Reconnaissance stage, the intruder collects information about the victim environment. APT threat
actors use built-in operating system commands (such as the Windows “net” commands) to obtain information about
the internal network, including computers, trust relationships, users, and groups. In order to identify data of interest,
they may perform directory or network share listings, or search for data by file extension, key word, or last modified
date. Data of interest may take many forms, but most commonly consists of documents, the contents of user email
accounts, or databases. Therefore file servers, email servers, and domain controllers are customary targets of internal
reconnaissance. Some APT groups utilize custom scripts in order to automate the process of reconnaissance and
identification of data of interest.

Move Laterally

In most cases, the systems that the intruders initially compromise do not contain the data that they want. Therefore
they must move laterally within a network to other computers that either contain that data or allow them to access it.
APT groups leverage compromised user credentials or pass-the-hash tools to gain access to additional computers and
devices inside of a victim network. They commonly use compromised credentials with PsExec and / or the Windows
Task Scheduler (“at” command) to execute commands and install malware on remote systems.

Maintain Presence

In this stage, the intruders take actions to ensure continued control over key systems in the network environment from
outside of the network. APT groups often install new backdoors (e.g., different backdoors than the ones installed in the
Establish Foothold phase) in the environment during the course of the campaign. They may install different families of
malware on multiple computers and use a variety of command and control addresses, presumably for redundancy and
to make it difficult to identify and remove all of their access points. Additionally, APT groups may establish methods of
network access that do not involve backdoors, so that they can maintain a presence even if network security personnel
discover and remove their malware. These methods may include the use of valid PKI or VPN credentials, allowing the
intruders to masquerade as a legitimate user to gain access to a corporate network and internal resources. In some
instances APT threat actors have been able to circumvent two-factor authentication to maintain access to a victim
network and its resources.
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Complete Mission

The main goal of APT intrusions is to steal data, including intellectual property, business contracts or negotiations,
policy papers or internal memoranda. Once APT groups find files of interest on compromised systems, they often pack
them into archive files before stealing them. They most commonly use the RAR archiving utility for this task, but may
also use other publicly available utilities such as ZIP or 7-ZIP. APT threat actors not only compress data, but frequently
password-protect the archive. From there they use a variety of methods to transfer files out of the victim network,
including FTP, custom file transfer tools, or existing backdoors.
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APPENDIX C (DIGITAL):
THE MALWARE ARSENAL

This appendix is digital and can be found at http://www.mandiant.com/aptl. It includes profiles of malware families that
APT1 has used.
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APPENDIX D (DIGITAL):
FQDNS

This appendix is digital and can be found accompanying this report. It includes fully qualified domain names (FQDNs)
that APT1 has used as part of their attack infrastructure.
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APPENDIX E (DIGITAL):
MD5 HASHES

This appendix is digital and can be found at http://www.mandiant.com/aptl. It includes MD5 hashes of malware that
APT1 has used as part of their attack methodology.In Appendix G: I0Cs, the I0C named 8dd23e0a-a659-45b4-a168-
67e4b00944fb.ioc contains all of the MD5 hashes provided in this appendix for use in conjunction with Redline™,

Mandiant’s free host-based investigative tool, or with Mandiant Intelligent Response® (MIR), Mandiant’s commercal
host-based investigative tool.
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APPENDIX F (DIGITAL):
SSL CERTIFICATES

This appendix is digital and can be found at http://www.mandiant.com/aptl. It includes APT1 SSL certificates used on
servers that are part of their command and control infrastructure.
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APPENDIX G (DIGITAL):
I0Cs

The portion of this appendix that includes the Indicators of Compromise (I0Cs) is digital and can be found at http://
www.mandiant.com/aptl.

APT1 Indicators and Using Redline™

With the release of Mandiant’s report, APT1: Exposing One of China’s Cyber Espionage Units, we are providing a set of
APT1 10Cs in the digital portion of Appendix G to help detect malware described in Appendix C: The Malware Arsenal.
IOCs can be used in investigations to find unknown evils or for detection of already known threats. The 10Cs included
in Appendix G fit the latter; however, keep in mind that APT1 does update their tools, and there are certainly malware
variants and new families of malware that will not be detected with this set of I0OCs. To find out more about the report or
the digital appendices (to include downloading the set of APT1 10Cs in Appendix G: 10Cs) go to http://www.mandiant.
com/aptl.

|OCs can be used in conjunction with Redline, Mandiant’s free host-based investigative tool, or with Mandiant
Intelligent Response® (MIR), Mandiant’s commercial host-based investigative tool. Mandiant’s customers who have
licensed MIR can simply import a zip file of the 10Cs into their controllers. For those without MIR, Redline can be
downloaded from Mandiant’s web site at http://www.mandiant.com/resources/download/redline.

Remember to always test new I0Cs before using them in a production environment.

What Are 10Cs?

Mandiant has developed an open, extendable standard for defining and sharing threat information in a machine-
readable format. Going well beyond static signature analysis, I0Cs combine over 500 types of forensic evidence with
grouping and logical operators to provide advanced threat detection capability.

If you are not familiar with 10Cs, go to the OpenlOC site for a description at http://openioc.org.
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What Is Redline?

Redline is Mandiant’s free tool for investigating hosts for signs of malicious activity through memory and file analysis,
and subsequently developing a threat assessment profile. Redline provides several benefits including the following:

RAPID TRIAGE

When confronted with a potentially compromised host, responders must first assess whether the system has active
malware. Without installing software or disrupting the current state of the host, Redline thoroughly audits all currently-
running processes and drivers on the system for a quick analysis; for a detailed analysis, it also collects the entire

file structure, network state, and system memory. Redline will also compare any MD5 value it collects, analyzes, and
visualizes against an MD5 whitelist. Users can further analyze and view imported audit data using Redline’s Timeline
functionality, which includes capabilities to narrow and filter results around a given timeframe with the TimeWrinkles™
and TimeCrunches™ features.

REVEALS HIDDEN MALWARE

The Redline Portable Agent can collect and analyze a complete memory image, working below the level at which
kernel rootkits and other malware-hiding techniques operate. Many hiding techniques become extremely obvious when
examined at the physical memory level, making memory analysis a powerful tool for finding malware. It also reveals
“memory only” malware that is not present on disk.

GUIDED ANALYSIS

Mandiant’s Redline tool streamlines memory analysis by providing a proven workflow for analyzing malware based on
relative priority. This takes the guesswork out of task and time allocation, allowing investigators to provide a focused
response to the threats that matter most.

Redline calculates a “Malware Risk Index” that highlights processes more likely to be worth investigating, and
encourages users to follow investigative steps that suggest how to start. As users review more audits from clean and
compromised systems, they build up the experience to recognize malicious activity more quickly.

As you investigate a system, here’s how Redline will help you focus your attention on the most productive data:

INVESTIGATIVE STEPS

Redline can collect a daunting amount of raw information. Its investigative steps help provide a starting place by
highlighting specific data and providing views that are most commonly productive in identifying malicious processes.
Unless you are pursuing a specific “lead”, we recommend working through the steps in order, examining the
information for entries that don’t match your expectations.

The key to becoming an effective investigator is to review Redline data from a variety of “clean” and “compromised”
systems. Over time, your sense of which entries are normal and which are of concern will develop quickly as you view
more data.
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MALWARE RISK INDEX SCORING

Redline analyzes each process and memory section using a variety of rules and techniques to calculate a “Malware
Risk Index” for each process. This score is a helpful guide to identifying those processes that are more likely to be
worth investigating. Processes at the highest risk of being compromised by malware are highlighted with a red badge.
Those with some risk factors have a grey badge, and low-risk processes have no badge.

The MRI is not an absolute indication of malware. During an investigation you can refine the MRI scoring by adjusting
specific hits (identifying false positives and false negatives) for each process, adding your own hits, and generally
tuning the results.

[0OCs

Redline provides the option of performing 10C analysis in addition to MRI scoring. Supplied a set of I0Cs, the Redline
Portable Agent will be automatically configured to gather the data required to perform a subsequent IOC analysis; after
the analysis is run, IOC hit results are available for further investigation.

In addition, Redline provides the ability to create an 10C Collector. This feature enables the collection of data types
required for matching a set of 10Cs.

WORKS WITH MIR
Combined with MIR, Redline is a powerful tool for accelerated live response. Here'’s a typical case:

» IDS or other system detects suspicious activity on a host
»  From MIR, an investigator launches a remote live response script

»  The MIR Agent running on the host captures and analyzes memory locally, streaming back a small XML audit that
downloads in minutes rather than hours

»  From MIR, the user can open the audit directly in Redline

» Using Redline, the investigator quickly identifies a malicious process, and writes an I0C describing the forensic
attributes found in Redline

» Using MIR and MCIC, the investigator is quickly able to sweep for that IOC and discover all other systems on the
network with the same (or similar) malware running
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Have MIR Customers had Access to these 10Cs Before?

These I0Cs are new! However, much of the detection capability in this set of indicators has already been available to
our MIR customers. The I0Cs may look different though as a result of improvements in creation and testing. Mandiant
started 2013 with a focus on taking better advantage of our threat intelligence. We plan to continue to improve the
synthesis of our threat intelligence and our IOCs by improving our breadth, 10C creation process, I0OC management
process, and I0C testing. The majority of these indicators, or modified versions of them, will be integrated into the next
IOC release.

What Is the FAMILY Designator in This Set of |0Cs?

We are using a new |0C designator in these 10Cs called “(FAMILY).” Mandiant’s Threat Intelligence Unit tracks
malware by common features seen in groups of binaries. We call those groupings of binaries “families.” The I0Cs
included in this appendix are representatives of families of malware used by APT1. The new designator follows the
family name in the “Name” field of the 10C, and the presence of (FAMILY) implies that that IOC applies to the whole
family, not just one sample.

Why Do These I0Cs Look Somewhat Different Than Other 10Cs | Have Seen From
Mandiant?

In many cases we have combined information that previously would have been in several indicators into a single
indicator. Additionally, we have removed certain types of intelligence, since they are being released in separate
appendices (such as FQDNs and IPs).

Additionally, some I0Cs in this set are using file permutation blocks to catch variants of malware that might not be
detected otherwise.

What Is a File Permutation block?

It is a different way to structure lists of File ltem attributes to look for an entire family of malware versus only one or two
pieces. For more information on this topic or most any other I0C questions go to https://forums.mandiant.com.

Will You Update These 10Cs?

It is likely that we will make some changes to the I0Cs in Appendix G as we get feedback. If updated, the updates will
be available in the same location as the report http://www.mandiant.com/apt1.

Will You Be Releasing More 10Cs Like This?

Currently, there are no plans for additional public releases of this magnitude.
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APPENDIX H (DIGITAL):
VIDEO

This appendix is digital and can be found at http://www.mandiant.com/aptl. It includes a compilation of videos showing
actual attacker sessions and their intrusion activities.
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